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GROUP-IB AT A GLANCE

Recoghnized by Top
Industry Experts

Enterprise customers Successful Investigations
around the World of Hi-tech Cybercrime Cases
Hours of Hands-on Employees Worldwide

Incident Response

Official Partner Recommended by Some of Our High-end Clients
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Europol Interpol Deutsche Raiffeisen Sony Commonwealth
Bank Bank Bank




OUR STORY

2010 2013 2015 2018 2020
Forensics lab becomes Threat Secure Bank/ Huntbox Amsterdam
the largest in Eastern Intelligence Secure Portal Collaborative Hunting Office as
Europe & Response Platform European HQ
2003 2011 2014 2017 2019
Group—IB Is founded 24/7/365 Threat Detection Internal Threat Singapore Office
as cyber investigation CERT-GIB System Hunting System as Global HQ
bureau Official INTERPOL
partner
Media coverage: theguardian Bloomberg Forbes £°% REUTERS Esquine
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Biting the hand that feeds IT



TECHNOLOGIES WITH DETECTIVE DNA

Threat Intelligence
& Attribution

Adversary-centric threat
detection and proactive
threat hunting

Threat Hunting
Framework

Huntbox | Sensor |
Polygon | Huntpoint |
Sensor Industrial |

Decryptor ~N—o—~

A threat landscape tailored specifically to your
company, clients, and partners combined with
a fully automated network graph for threat attribution

Advanced fraud detection
and user authentication

Fraud Hunting
Platform

Processing Hub |
Web Snippet |

Mobile SDK | |

Preventive Proxy (:)</>
S

Next-gen intellectual
property protection

Digital Risk
Protection

Anti-Piracy | Anti-Scam

Anti-Counterfeit

Services that give an
access to “battle fields”

Security & Risk Assessment

Red Teaming Testing

24/7 CERT-GIB

Internal & External Threat Hunting
Incident Response

Digital Forensics &
Malware Analysis

Hi-tech Crime Investigations

Cyber Education



LAW ENFORCEMENT AGENCIES

We a C‘“ve |y COO pe. rate Wlth J § We have zero-tolerance for cybercriminals. We are not just

engineers, analysts, forensic experts - we are united in front

i r]te r r] ati O rl a | |aW e r] fo rce Iﬂ e r]t of a common enemy.

Group-IB becomes an official Europol partner Group-IB becomes an official INTERPOL partner




LAW ENFORCEMENT AGENCIES

Nov 27

~ PRESS RELEASES \

Group-IB participates in Europol-coordinated operation tr Pass to nowhere: sts Italian law e
saves €14 min for European banks in identification of fraudsters selling fake Green Passes
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Group-IB helps, Dutch poliee identify members of phishing &eration Lyrebird: Group-IB assists INTERPOL in identifying
developer gang Fraud Family * Suspect behind numerous cybercrimes worldwide

"



THE RISING

Beginning of 2020

“The ever-increasing popularity led the way to
positioning the group as one of the most
popular cyber crime enablers in the region”

Dutch and Belgian residents were being
iIncreasingly targeted by financially motivated
cybercriminals

Fraudsters reaching out to victims via emaill,
SMS, or WhatsApp

Delivery of fake notifications containing
malicious links pointing to phishing sites
The goal: obtain access to victims’ bank
accounts




THE RISING

Fraud-as-a-Service operation

Dutch-speaking criminal syndicate, The Fraud
Family, develops, sells and rents sophisticated
phishing frameworks

Phishing frameworks allow attackers with
minimal skills to optimize the creation and
design of phishing campaigns

Telegram messenger:

Main channel for advertisement, distribution and support

Discussions started to take place in multiple channels, booth
public and private

The increased popularity led way to position
The Fraud Family as major Enablers of
cybercrime in the Netherlands and Belgium



FRAUDULENT JOURNEY
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> Phishing ¢ ¢ \
Victim email/ SMS Fraudster
/N
Messages with a link purporting to come well-known Dutch brands.
@ Fraudster uses
Q Generates admin panel to request
phishing site using and obtain banking
J custom information information from victim
-1 ¢ J
(—"
Admin panel 0 Fraudster uses victim's
banking information
/N to access their bank
account
oy 6 Phishing site
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the phishing site |- with admin panel
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Phishing Site

Bank

“A typical attack of fraudsters who use Fraud Family's phishing infrastructure starts
with an email, SMS, or WhatsApp message impersonating a real company.”



FRAUDULENT JOURNEY

Messages impersonating a local company connecting home seekers with housing

Geachte heer/mevrouw,

U heeft een inschrijving bij WoningNet.

Qver 2 weken verloopt uw inschrijving.

Uw inschrifving verlengen wij met een jaar als u de verlenginskosten van €8,00
betaalt

U kunt betalen via IDEAL.

Via de onderstaande link word u automatisch doorverwezen naar onze betaalpagina

U factuumummer s SREOD ST

Machtiging afgeven.

Wilt u betalen via een doorlopende machtiging?

dit kan, nadat u dit jaar nog via IDEAL betaald heeft.

U kunt na de betaling bij overzicht van mijn gegevens uw betaalwijze veranderen,
Volgend jaar zullen wij dan de verlengingskosten van uw rekening incasseren.
Ook hiervan krijgt u via e-mall een bericht.

Meer informatie over betalen van de verlengingskosten vindt u op onze website

Uitschrijven.

Als u niet binnen 2 weken betaalt, schrijven wij u uit
Uw opgebouwde inschrijfduur en eventuele reacties vervallen dan

Met vriendelijke groet,

WoningNet
Manager Klantcontactcentrum

[WONINGNET] Helaas

bet1alin

e betaing

ng van het

] 1S Dy} ONS dit jJaar niet

e vOu 'L,( NN

U heelt een inschryving
bij Woningnet. Over
enkele dagen verioopt
uw inschnjving. Uw
nschrjving veriengen
wij met een jaar als u de
verieningskosten van €
8.00 betaald. Betaal
gemakkelijk doormiddel
van onderstaande link

o002 0:




FRAUDULENT JOURNEY

Phishing site posing as a local company connecting home seekers with housing supply

U heeft oan iInschrijving by Woningnet. Over enkole dagen
vorioopt uw inschriving. Uw inschvijving veriengen wiy met oon
jaar ks U do verieningskosten van € 8.00 botaakd




FRAUDULENT JOURNEY
Other highly credible lures




FRAUDULENT JOURNEY

(T y
r@\ Dutch
i €@ Postsitem for sell classified @ Finds Ad from seller
advertising ¢ Fraudster &
Seller > site
N .
9 Contacts seller and offers to buy the item
9 Fraudster moves the Generates
conversation phishing site
to WhatsApp using custom
I ( | information
(® Asks seller to verify themselves WhatsApp v

and provides a fake payment

Victim accesses
the phishing site

reguest for € 0.01 of similar amount

@ Fraudster uses
admin panel to
request
and obtain banking
information from
victim

Admin Panel

N
Phishing site
interacts with

- admin panel
> o % % %] : J

Phishing Site

J @ Fraudster uses victim's

banking information

to access their bank
account

Bank



FRAUDULENT JOURNEY

o Login Mijn Marktplaats - Mozilla Firefox <2> vAQ

2 Marktplaats

[ l‘\ ()

Rabobank

ASN Bank
Bung
Handelsbanken
Knab
RegioBank

SNS

Iriodos Bank
van Lanschot

A ) ANADYIS
/'[4,. MIYIN

' ONTDEX HET OO




FRAUDULENT JOURNEY

Gebruikersnaam opsiaan

> Wachtwoord/gebruikersnaam vergeten




FRAUDULENT JOURNEY

*» Ideal - ABN AMRO - Mozilla Firefox

iDEAL - Betalen

@ Verificatie NV Betaling €0,01

‘/'," l‘ - IJ'“_‘

Betalen met e dentifier

Rekeningnummer Pasnummer

Volgende




FRAUDULENT JOURNEY

3 ) Rabo Internetbankieren - Rabobank - Mozilla Firefox v 9

.

@

Rabobank

Inloggen

Rekeningnummer Pasnummer

NL++« RABO O




FRAUDULENT JOURNEY

Defeating multi-factor authentication

Web panel that interacts, in real time, with the phishing site

Stolen data is sent to the fraudster-controlled web panel

Scammers can then request additional information, like M-FA tokens and Pl

"Please wait..." screen to make time while the phishing site waits for further instructions
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FRAUDULENT JOURNEY

Defeating multi-factor authentication
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FRAMEWORKS

"The most common nhame given to the panels modified by Fraud Family is
NL Multipanel. Two more panels being offered for sale or rent are
Express Panel and Reliable Panel, developed by the syndicate in 2021.”




FRAMEWORKS

Early 2020

End 2020

Spring 2021

3

NL Multipanel

y “ 4 9 -
Redirect all is @ Registration is .. @  Show only if . EXPRESS PANEL
D OFF O ON sl | ha ’
88
. Bedrag
oo
Last Page Beschrpn
O connected | UI Device 1D l .
O e Bb3Te5f9264d6485be0a 78471457 bat ey | 2020 Rk eningnurmme:
L OCBE 191 231900
= ® 635cbAbTTbE43109ealbdIcclbdda2bl 706 undefined
Veorroek
G -
L]
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_—
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\ - y \ J \

Welcome

Usemame

Password

. Remember he

LOontact me on 1--|---.]'.Ir|'-

Express panel

Reliable panel




FRAMEWORKS

Economics
NL Multipanel Express panel
N EXPRESS PANEL
Redirect all i: Registration
. Maam
£ OM a8
Baodrag
[-1-1]
Last Page m
ol chd Device [4] Im'“-'
- Flpi o ingrusmmes.
b ol ne NLOINGE9191231930
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Reliable panel

Welcome

Monthly subscription

to FaaS
* Full support €1OO
« Domain and hosting
* Infrastructure setup

€200 /250

€300

Source code purchasing €150

19924310

€800




FRAMEWORKS

Numbers

NL Multipanel Express panel Reliable panel
) [ =T EXPRESS PANEL

Redirect all i+ Registration is Show only if

Naam
© ON
s
Welcome
Bedrag
001
::\Md-d Lw Device ::;9 Lm.m ]

< Rekeningnummer

U e 8b37e5/926406485be9a780471457baf 0@ 202 NLOSNOSO191231830

0 ® 635cb8b77Tho43100ea86d 3ccBE0dE2D0 70 @ undefined Verzosk .
~G

O A minute ago 9920538 3e1071dc 7681030060227 2cat 776

1ad1e98e1670e) e abn202(

.
b3854da0 118y 1AL ] nl 3

Quantity of detected panels 400+ N/A ~1,000

First detected panel 2018 Jul 2020 Dec 2020




FRAMEWORKS

NL Multipanel

* PANELVANUAKS] V10 - Mozilla Firefox v ®

Based on U-Admin panel

Customized by Fraud Family members
to fit the Dutch cybercrime scene

Uses Token and O-Panel: U-Admin
plugins that allow attackers to interact
with victims in real time

Bypasses multi-factor authentication




FRAMEWORKS

NL Multipanel: Welcome screen




FRAMEWORKS
NL Multipanel: Token plugin




FRAMEWORKS
NL Multipanel: O-Panel plugin




F RA IVI E W O R KS EXPRESS PANEL

Express Panel roen

SS
Bedrag
0,01
E P | Beschrijving
Xpress ane Panel is Working
Naam ‘
Rekeningnummer
Bedrag NLO3INGB9191231930
Beschrving Verzoek
vour oon voscovqorgn. | ING
Rekeningnummer *
Verzoek Maak Verzoek
' Open Logs
a, Wachiwoord
URL Redwoct Wachtwoord

postnl



FRAMEWORKS

Express Panel

s itsme®-app | Aan de slag met itsmes® met je bankkaart - Mozilla Firefox v ~Q




FRAMEWORKS

Reliable panel

o) Login - Reliable Admin - Mozilla Firefox v ®

First appeared in November
2020 but didn't become popular
until 2021

Faster than previous panels
but equally flexible

— . Removed U-Admin weaknesses

and is tailored to the Dutch and
Belgian markets




FRAMEWORKS

Reliable panel: Welcome screen

:ﬂ E'" . ! USERS ==.‘

VWelcome.




FRAMEWORKS

Reliable panel: Reguest manager

) Requests - Reliable Admin - Moalla Furefox v O

or . w. Schiereck > g z > g >

Q > Q Schiereck > . bert >

. Shanna de Ligt > g Marktplaats Veiligheid > . Mara van den Hamel >

@) MARKTPLAATS VEILIGHEID > @ Marit hazeveld >



FRAMEWORKS

Reliable panel: Log manager

» Logs - Rehable Admin - Mozilla Firefox voE

40 34.242.218.198 > €9 213.10.251.17 v 49 31.161.139.173 >

31.161.139.173 ’ Y 31.161.139.173 > 4. 1491541613 >



FRAMEWORKS

Reliable panel: Victim data

> Overview - Reliable Admin - Mozilla Firefox vo@




INSIDE THE FRAUD FAMILY BUSINESS

“Members of Fraud Family developed a sophisticated fraud-as-a-service
infrastructure that is resilient to conventional takedown efforts. The
infrastructure combines ready-to-use phishing frameworks, domains
and hosting services that Fraud Family has designed for less skilled

cyber crooks.”




INSIDE THE FRAUD FAMILY BUSINESS

August 2018

First ads selling phishing
panel appear in Dutch-

Dutch-speaking threat
actor purchases U-Admin
on the underground
forum Exploit

speaking groups appears
® O O O
+ I
May 2018 2018-2020

Number of Dutch-speaking
panel sellers increases
considerably

February 2020
NL Multipanel by TFF

February 2021
Threat actor with the
username Lahsj leaks the
source code of NL

panels

Multipanel and drives
followers toward other

April 2021

Reliable panel starts

being widely July 2021
advertised among The cybercriminals
Dutch groups are arrested

o O O——O——O0—0—>

January 2021

TFF increases advertising
of Express panel

April 2021
Group-IB starts

May 2021

Group-IB shares a

investigating Fraud report on Fraud

Family

Family with ECTF



FRAUD FAMILY IN NUMBERS

S5+

Group members

€210

Average single payment per
customer

€40,000

The group’s estimated monthly
income from Faa$ (April-May)

8

Private Telegram channels and
groups dedicated to customers

2.000+

Subscribers and members of
Telegram channels and groups

150+

Approximate number of fraudsters
who use Fraud Family malware



FRAUD FAMILY GROUP STRUCTURE

« Main developer and group leader
N * Turned U-Admin into Multipanel

‘ Rreliable \  Developed Reliable panel

« Supposedly the main seller

m and group coordinator
« Owned and managed the largest
Lahsj ‘ Telegram channel used by Fraud Family

« Other users involved in conversations

regarding Fraud Family activities and
I who sell the framework

Sellers

ks

: o
Administration I




FRAUD FAMILY INVESTIGATION DETAILS

“ Every criminal leaves traces.

Fraud Family members weren’'t an exception. A comprehensive approach
to collecting intelligence about cybercriminals made this story possible... ”




ANALYSIS OF SOURCE CODE

Artifacts and Telegram contacts in source code

9. je panel staat nu online

Login via:

Jouwdmms s . com/uadmin/adm . php
admin : Swip .

TELEGRAM : @NOO! W ->» VOOR VRAGEN / HULP

Contact accounts

$jabbers_to_recive-array(
"-50-@exploit, im”

);

define( jabber user name’,
define('jabber password’,
define('jabber host’,
define('jaber port’,
define('def_jabber_to recive’
$send_method= 'jabber’;

‘kontrolna’ ) ;-
‘maikati’  1-
"jJabber.ru’
5222 );

4 ‘test@jabber.org’ ) }-

Kaktys’ Jabber handle

“name”: "uvadmin”,

“description”: "uPanel for live pages”,

"main™: "index.js",

"license": "ISC",

"homepage”: “"https://github.com/kaktysieie/git"”,
"ignore™: [

Kaktys’ Github repository

eta name="viewport” content="width=device-width, initial-scale=1, shrink-to-fit=no"
weta name="description” content="Reliable Admin, Live Panel™>

meta name="keywords” content="Panel, Live, Reliable, Admin™>

meta name="author”™ contents=
<link rel="stylesheet” hrefs=
<link rel="stylesheet” href=

“@rreliable”>
“./Login Reliable Admin files/bootstrap.min.css”

“./Login - Reliable Admin files/font-awesome.min.css” integ

Rreliable telegram account




DISSECTION OF WEB PANEL

Framework surprises and testing attempts

q C ] A Notsecure 185 NGM TeSting attempts in panels

Command: last

S e e e Static information & Settings Operations
root pts/2 62. Fri Apr 9 ©2:39 - 06:51 (04:11 & é Setthngs —
Browser & Access omment Jabber

reboot system boot 5, Fri Apr 9 02:24 - 08:14 (05:49

Op. Settings Live-chat settings Op. Patterns @
wtmp begins Fri Apr 9 02:24:36 2021 ’Wn
User Agent
E d S S I M h . Maozilla/5.0 (Windows NT 10.0; Ask Login
t Winé4: xé4) AppleWebKit/537.36 Sorme ents 3 vVor matn
Xpose ogin history o g ‘
Chrome/™ 3 ™} 1 M Safarl/537.36 M1
P
- I —
Ask M1
Dynamic data & Live chat e e
Logs @ Live chat Documents i M2
185.2 :ssh 49, : 28480 timer: (keepalive,119min
num
185.2 :55h 4. 49056 timer: (on, Imin3sec,7) I
3071 % . 10334
185.2 ':ssh 49, : 18034 timer:(keepalive,119min User on login page Ak M
185.2. r1:s5h 49.8 152715 timer: (keepalive,118min
- - T - - L — —— T ertl—— e — el W
: S =
Exposed network connections




ACTIVE COLLECTION OF IDENTIFIERS

D

Lahsj Provided contact details of the main developer Rreliable
WV
Confirmed the origins of Multipanel
Confirmed that
Seller he is the main

developer
Provided contact details of the main developer



TELEGRAM TRACKING

Fraud Family members traces in Telegram

Messageé left in Meséages left in

Communicating
€ > Rreliable

\ Private TFF /

/ client group \

TFF discussions Software developer

groups and channels groups and channels

Local Utrecht channels

chats
Discuss fraud and \ : / Discuss PHP
ohishing issues Regional fraud groups il

Advertise phishing
frameworks



TRACING TELEGRAM CONVERSATIONS

Mentions coding experience



OSINT

Mistakes made by cybercriminals

Lahsj shared a ticket on VPS Lahsj shared

support containing details a transaction
screenshot
- N
Geen simksart € G 17:19 & %) |
(Private_Xxxxx) ik o kbt o
HQSTING ssmoi sl

Home Store *+ Announcements Knowledgebase Network Status  Affilates Contact Us Account ~ 0,001 69 BTC

Portal Home / Chent Area / Support Tickets / View Ticket

¥ Ticket Information M This ticket is closed. You may reply to this ticket to reopen it
-
- » K000 o
o View Ticket #8581 LE @ Cose
Department
VPS Subject VPS
Submitted

Tuesday, Apni 6th, 2021 ' — - m 0,00169 BTC at € 48

Last Updated

9 hours ago

Okay im leaving this shit site. and 1l lell everyone who | know who hostes here 1o move you guys are

scammers fuck y all “us
Status/Prionty

Hello, Thank you very much for your response




Main seller and coordinator

Country and area of residence:
The Netherlands, Utrecht area

IP addresses.
« 2VPN services
« Home ISP
« Mobile ISP

Devices:
iPhone and Windows-based PC

Additional Information:

BTC exchange, hosting provider,
aliases and other usernames,
etc.

THREAT ACTOR PROFILES

Rreliable

Main developer

Country and area of residence:
The Netherlands, Arnhem area

Age: ~25

IP addresses:
* Nord VPN
« Mobile ISP

Devices:
Samsung and Windows-based PC

Additional Information:
Personal BTC wallet
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Group-IB helps Dutch police identify
members of phishing developer gang
Fraud Family



FALL OF FRAUD FAMILY

"The probe initiated as a consequence of this investigation resulted in
the arrest of two individuals by the Dutch Police”

Bij spoed: 112
Geen spoed: 0900-8844 p U L I T I E

Home Aangifte of melding doen Mijn buurt Nieuws Gezocht & Vermist Onderwerpen Contact

Home » Nisuws »

Ontwikkelaar phishing software opgepakt

Arnhem - De politie heeft dinsdag een 24-jarige man uit Arnhem aangehouden
Laatst gewijzigd op: die een belangrijke faciliterende rol speelde bij phishing aanvallen. Het
72072021 [14:59 Landelijk Parket van het Openbaar Ministerie (OM) verdenkt de man van het
ontwikkelen, voorhanden hebben en verspreiden van phishing panels. De
panels zijn gericht op het verzamelen van inloggegevens van klanten van
banken. De verdachte wordt vrijdag voorgeleid bij de rechter-commissaris in

Rotterdam.




IS IT REALLY OVER?

"Threat Actors that were not under investigation kept a low profile for
a short period of time and re-emerged under new criminal identities”




GROUP-IB

FIGHT AGAINST
CYBERCRIME

info@group-ib.com linkedin.com/organization/1382013
+65 3159-3798 instagram.com/group_.ib
www.group-ib.com twitter.com/GrouplB_GIB

group-ib.com/blog facebook.com/groupibHQ



